
Portfolio Introduction



Fundamental learnings:

▪ security solutions not holistically deployed.

▪ disconnected solutions for some geographical locations and entities.

▪ time to respond and contain too long, because no preparations were made for "major" incident handling.

Ransomware as a Service

10.05.22

Saarländisches Mittelständiges Unternehmen der 
Lebensmittelindustrie wurde Opfer eines Ransomware Angriffes.
Aufgrund verschlüsselter SPS und PLC Systeme im produktiven 
Bereich, als auch Server und Clients im operativ-/ administrativen 
Bereich, kam es zu Ausfällen in Produktion und Logistik.

Pressemitteilungen:



Threat Protection

Information Protection 
& Compliance

Managed Detection 
and Response (pi-SOC)

Incident Response

Attack Simulation Insights 

& Data Science

pi-sec solution portfolio



Our transition approach

Continuous improvement of operation

Preparation Continuous improvement

Adoption

& Change

Transition & 

Transformation
Architectural 

improvement 
Hardening



Key activities at glance:

▪ Prompt incident investigation and tracking

▪ Follow up on all alerts

▪ Adjust detection algorithms

▪ Vulnerability management workflows

▪ Be on top of what‘s happening out there

Cyber hygiene: the essential part



Our transition approach

Service Planning Transition Operate Prepare & Transform

Understanding of customer landscape and 

priorities

High-level customer plan for transition to 

managed service

Deploy and connect solution, enabling new 

capabilities

Set-up for engaging Security Services for 

Enterprise

Expert-managed threat detection and 

remediation

Prepare for incident handling from a processual 

and technical perspective.

Threat modelling and escalation management.

Review and lessons learned.

Outcomes

• Align recommendations with customer 

initiatives and priorities

• Security Operations Process Review

• SOC Maturity Assessment

• Enable Technology

• Enable Process

• Enable People

• Managed Service setup

• Sustained Advisory Services and Service 

Delivery Management

• Threat Detection

• Threat Hunting

• Threat Remediation

• Playbook automation

• Continuous improvement

• Incident Response + Compromise Recovery

• Process review, analysis and documentation

• Alignment and creation of major incident handling 

guide

• Risk Assessment and definition of top threats

• Disaster recovery, planning and documentation

• Creation of communication structure for major 

incident.

• Security Awareness

• ISO 27001 prep

Activities ongoing…3-5 years2-4 weeks2-4 weeks

Decisions

Commercial commitment 

for Security Operations.

Process responsibility commitment 

Confirm

“Service Ready”
and move to

Operate

Confirm

“Service Ready”
and move to

Operate



Hot to get in contact

How to get in contact

Alexander Benoit

Alexander.Benoit@dinext.de

Patrick Horf

Patrick.Horf@dinext-group.com


