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Software




CVE - Statistiken
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Anzahl Schwachstellen
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Abbildung 14: Anzahl an veroffentlichten Software-Schwachstellen basierend auf zugewiesenen CVE-Nummern (Common
Vulnerabilities and Exposures; Standard zur Benennung von Sicherheitsliicken in Computersystemen; Quelle der Grafik siehe 1/7
FuRnote 8) - “/t\
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Wie kann man sich
schutzen?




Wichtigste Regel .

User Controlled Input = Attacker Controlled Input




Grundprinzipien I

* Angriffsmoglichkeiten kennen

 Konsequenzen von verschiedenen Sicherheitsltiicken kennen

* Bewusstsein fir kritische Teile der Anwendung
* Rechtesystem
* Dateiupload
* E-Mails
* Login-Prozess




OWASP Top 10-2017 vs 2021

2017 2021
A01:2021-Broken Access Control
A02:2021-Cryptographic Failures

A01:2017-Injection
AD2:2017-Broken Authentication

A03:2017-Sensitive Data Exposure ~»A03:2021-Injection
A04:2017-XML External Entities (XXE) o [New) A04:2021-Insecure Design
A05:2017-Broken Access Control =% A05:2021-Security Misconfiguration

A06:2021-Vulnerable and Outdated Components
A07:2017-Cross-Site Scripting (XSS) A07:2021-ldentification and Authentication Failures
A08:2017-Insecure Deserialization {New) A08:2021-Software and Data Integrity Failures

A09:2017-Using Components with Known Vulnerabilities / A09:2021-Security Logging and Monitoring Failures*
A10:2017-Insufficient Logging & Monitoring (New) A10:2021-Server-Side Request Forgery (SSRF)*
* From the Survey

A06:2017-Security Misconfiguration




MITRE Top 25

1 CWE-787 ||Out-of-bounds Write 64.20 62 0

2 CWE-79 |Improper Neutralization of Input During Web Page Generation ('Cross-site Scripting') 45.97 2 0

3 CWE-89 |Improper Neutralization of Special Elements used in an SQL Command ('SQL Injection') 22.11 7 +3 A
4 CWE-20 |Improper Input Validation 20.63 20 0

5 CWE-125 |Out-of-bounds Read 17.67 1 2V
6 CWE-78 inmjzzgzil:)Neutralization of Special Elements used in an OS Command ('‘OS Command 17.53 32 1V
7 CWE-416 ||Use After Free 15.50 28 0

8 CWE-22 |[Improper Limitation of a Pathname to a Restricted Directory ('Path Traversal') 14.08 19 0

9 WE-352 |Cross-Site Request Forgery (CSRF) 11.53 1 0
10 CWE-434 |Unrestricted Upload of File with Dangerous Type 9.56 6 0
11 CWE-476 |NULL Pointer Dereference 7.15 0 +4 A
12 CWE-502 |[Deserialization of Untrusted Data 6.68 7 +1 A
13 WE-1 Integer Overflow or Wraparound 6.53 2 -1V
14 CWE-287 |Improper Authentication 6.35 4 0
15 CWE-798 |Use of Hard-coded Credentials 5.66 0 +1 A
16 CWE-862 |[Missing Authorization 5.53 1 +2 A
17 CWE-77 |[Improper Neutralization of Special Elements used in a Command (‘Command Injection') 5.42 5 +8 A
18 CWE-306 |Missing Authentication for Critical Function 5.15 6 -7V
19 CWE-119 |Improper Restriction of Operations within the Bounds of a Memory Buffer 4.85 6 2V
20 CWE-276 |Incorrect Default Permissions 4.84 0 -1V
21 CWE-918 |Server-Side Request Forgery (SSRF) 4.27 8 +3 A
22 WE-362 gg:gtxtll';i?)t Execution using Shared Resource with Improper Synchronization ('‘Race 3.57 6 e |
23 CWE-400 |Uncontrolled Resource Consumption 3.56 2 +4 A
24 CWE-611 |Improper Restriction of XML External Entity Reference 3.38 0 -1V
25 WE-94 |[Improper Control of Generation of Code ('Code Injection') 3.32 4 +3 A
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Juice Shop

Angriffe in der Praxis
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Juice Shop - Technik .

OWASP JUICE SHOP

the most modern and sophisticated insecure web application
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SQL Injection: Log in as admin .
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v John Doe! ¢




Template Injection: Einfuhrung
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01:: World
02 :: Earth
03 :: Moon

98 :: Aries

DATABASE

-

\

<b>
Hello Sx!
</b>

N2

v

WEB TEMPLATE
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TEMPLATE ENGINE
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Hello World

ad

Doc 1

Hello Aries
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Doc 98




Template Injection: Remote Command Execution
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